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Money Laundering 
Prevention in the Digital 
Age: Leveraging Graph 
Databases for Effective 
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Amel Muminovic, Festim Halili

Abstract: As financial transactions increasingly migrate to the digital 
realm, the challenge of preventing money laundering has become complex 
(Ramada, 2022). The research presented in this paper explores innovative 
approaches to combating money laundering in the digital age, focusing 
on the application of graph databases as a powerful tool for effective 
solutions. The study deep dives into the capabilities of graph databases 
in modeling intricate relationships within financial networks, conducting 
network analysis, and detecting anomalies in transaction patterns. By 
leveraging these capabilities, financial institutions can enhance customer 
due diligence, monitor transactions in real-time, and visualize complex 
networks to uncover hidden connections indicative of money laundering 
activities. The paper contains examination of case studies, regulatory 
compliance considerations, and the integration of graph databases into 
existing anti-money laundering frameworks. Ultimately, objective of 
this research has been to contribute to the evolving landscape of money 
laundering prevention strategies by highlighting the potential of graph 
databases as a key technology in the digital age.
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Introduction
In the dynamic landscape of the digital era, the challenge of combatting money 
laundering has escalated to unprecedented levels, especially as financial transac-
tions increasingly migrate to the online realm. The proliferation of digital platforms 
and global connectivity has intricately complicated traditional methods used to 
identify and prevent illicit financial activities (Tropina, 2016). The rapid movement 
of funds across borders, coupled with sophisticated techniques for transaction con-
cealment, poses a substantial threat to the integrity of the financial system. Nota-
bly, between 2016 and 2021, there has been a persistent surge in registered cas-
es of money laundering at Eurojust, reflecting an approximate 13% increase over 
time and constituting a significant portion of all recorded cases (European Union 
Agency for Criminal Justice Cooperation, 2022). This surge necessitates innovative 
solutions from regulatory bodies, financial institutions, and law enforcement to 
confront the evolving landscape of financial crime effectively.

In response to this urgent need, the exploration of technologies such as graph data-
bases becomes imperative. Graph databases present a dynamic and interconnected 
approach, holding immense potential to strengthen defenses against the growing 
menace of money laundering and fraud detection (Stilinski & Potter, 2024). A myr-
iad of companies across various industries are adopting graph technology to en-
hance their capabilities in detecting and preventing money laundering activities. 
For instance, Airbnb utilizes graph databases to analyze user behavior, property 
listings, and transactional data, enabling proactive identification and prevention 
of fraudulent activities on their platform. Similarly, IBM’s graph analytics plat-
form supports financial institutions and insurance companies in detecting and 
preventing money laundering schemes. Mastercard employs graph technology to 
enhance its systems for detecting money laundering, while PayPal and Amazon 
leverage graph databases to identify and prevent financial scams and combat mon-
ey laundering across their respective platforms (Vidjikant, 2023). These use cases 
underscore how graph databases seamlessly integrate into the landscape of money 
laundering prevention, providing versatile and effective tools to safeguard against 
a wide range of illicit financial activities.

Related Work
After establishing the pressing challenges posed by money laundering in the digital 
era, it is crucial to dive deep into the existing body of knowledge and approaches 
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aimed at addressing this complex issue. In the following section, we explore the 
‘Related Work,’ focusing on innovative strategies, including the application of 
graph databases in the ongoing efforts to combat money laundering.

Differences Between Graph and Traditional Databases  

To better understand this research paper, we will first analyze the differences be-
tween graph databases and traditional databases, and how these have affected the 
research presented in this paper. As Cajetan Rodrigue and Mit Ramesh Jain men-
tion in their research paper, graph database outperforms relational databases by up 
to 146 times when querying complex and large datasets (Rodrigue & Jain, 2023).

A notable strength of graph databases in combating money laundering lies in their 
adeptness at modeling intricate relationships within financial transactions. Unlike 
traditional SQL databases, graph databases excel in recursive searches, allowing 
for the seamless exploration of interconnected nodes and edges. In their research 
paper, Cajetan Rodrigue and Mit Ramesh compared the speeds of recursive queries 
run in Neo4j, which are one of the most popular graph databases, and MySQL, one 
of the most used relational databases. On the average, Neo4j execution times were 
193 times faster than the MySQL searches (Rodrigue & Jain, 2023). This recursive 
capability is pivotal in traversing complex linkages within extensive datasets, en-
abling a more nuanced understanding of patterns and anomalies. By facilitating 
a depth-first search approach, graph databases enhance the detection of hidden 
connections and suspicious activities within a network of financial transactions, 
significantly surpassing the capabilities of SQL databases in unraveling complex 
money laundering schemes.

The main disadvantage of traditional SQL databases in preventing money laun-
dering lies in their limited ability to efficiently handle complex relationships and 
interconnected data. Traditional databases often struggle with executing intricate 
queries to identify patterns and connections among various entities involved in 
money laundering schemes. As these databases rely on JOIN operations for re-
lational data, they can be time-consuming when dealing with extensive datasets, 
hindering the timely detection of suspicious transactions and impeding the effec-
tiveness of anti-money laundering efforts.

Similar research was conducted by the researchers from the Bina Nusantara Uni-
versity (Aisyah et al., 2023). The study underscores the necessity for comprehen-
sive evaluations, encompassing query execution time for large datasets, multi-table 
joins, and detection of anomalous transactions. TigerGraph is selected as the graph 
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database tool, while MySQL serves as the relational database counterpart, aiming 
to illuminate the comparative performance in detecting money laundering cases. 
The research emphasizes the significance of timely query execution outcomes for 
Anti Money Laundering Systems, where operational efficiency is paramount.  In 
the comparative analysis of query performance between TigerGraph and MySQL 
within the context of a case study involving tables with a million records each, 
TigerGraph consistently demonstrated remarkable efficiency, particularly in JOIN 
operations. When joining two tables with a condition, TigerGraph showcased an 
outstanding execution time of 8ms, whereas MySQL lagged significantly behind 
with 4297ms. The efficiency gap widened when the complexity increased, as seen 
in the JOIN operation involving three tables with a condition. In this scenario, 
TigerGraph outshone MySQL by executing the query in a mere 5ms, while MySQL 
faced a substantial delay with 211248ms. These findings highlight TigerGraph’s 
exceptional prowess in handling JOIN operations, a critical factor in investigating 
money laundering cases that demand rapid analysis of extensive datasets and in-
tricate relationships. Across various queries conducted, TigerGraph consistently 
outperformed MySQL, affirming its role as a potent tool for accelerating and im-
proving the efficacy of anti-money laundering investigations.

Effectiveness of Graph Databases in Anti-money Laundering

One of Singapore’s largest money laundering operations, valued at over $1 billion, 
was detected during a period when the Singaporean government relied on tradi-
tional databases for data storage, tracking, and analytics (CNA, 2023).

According to Emma Zhang’s paper (2023) in this conventional system, executing 
queries to unveil relationships among involved parties proved to be time-consum-
ing due to the operational inefficiency of JOIN operations in the SQL realm. How-
ever, when this data is visualized in a graph format, the identification of suspicious 
fund flows becomes notably more efficient. The comprehensive view of all relation-
ships within the graph structure could have brought to light hidden connections. 
By scrutinizing factors such as IP addresses and the relationships between parties 
and their families, a graph database could have led to the discovery of these in-
tricate connections. Zhang (2023) visualizing this data showed some additional 
transactions to accounts that were connected with black production, which was not 
initially discovered. If regulatory agencies stick to traditional databases, empha-
sizing their inability to identify deeply concealed money laundering paths. This is 
primarily due to the limitations in addressing the necessity of traversing more than 
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10 hops when dealing with transaction and equity data. In the context of graph 
databases, a “hop” refers to the traversal of a relationship between two nodes. 
Money laundering activities strategically evade detections in intricate transaction 
networks and multi-account loops, and regulatory requirements specifying a 3-hop 
query for transaction chains with a depth of up to 5 hops risk overlooking these pat-
terns. Real-time identification of deep-hop links and networked transfers is nearly 
impossible without native in-memory graph computing engines, which enable the 
efficient exploration of interconnected relationships within financial transactions.

There is awareness of the leading position of graph databases when it comes to mon-
ey laundering. Neo4j recently released a white paper, written by Darryl Salas, as a 
solution guide on how to fight money laundering utilizing the power of the Neo4 
database. According to Salas (2021),  Neo4j revolutionizes Anti-Money Laundering 
(AML) processes, excelling in both storage of intricate connections and identifica-
tion of suspicious patterns within networks of people, places, institutions, behav-
iors, attributes, and times. Its application empowers compliance teams to enhance 
AML and global risk and compliance (GRC) regulation adherence, boost prediction 
accuracy, reduce regulatory fines, enhance brand reputation, and minimize costs 
related to false positives and negatives. Meeting rigorous requirements for per-
formance, availability, security, and agility at extreme scales, Neo4j employs text 
analytics scoring using algorithms like Jaro-Winkler Distance and Levenshtein 
Distance, alongside localized pattern-match scoring with various algorithms and 
techniques, providing a robust foundation for AML pattern matching. Beyond stor-
age and pattern recognition, Neo4j aids in flagging suspicious entities and trans-
actions, enabling effective transaction analysis and scoring using Guilty by Asso-
ciation scores, Suspicious structure scores, and Suspicious behavior scores. This 
comprehensive approach, leveraging graph-based HOPS traversal, makes Neo4j a 
pivotal tool in combating money laundering, combining efficient pattern matching 
with accurate detection and scoring of suspicious activities throughout the AML 
process.

Graph Databases and Financial Crimes

Nowadays, credit cards are widely used. Money laundering with credit cards in-
volves various tactics, such as overcharging, multiple small transactions, fake 
transactions, credit card factoring, prepaid cards, online gambling, and credit card 
loans, enabling criminals to obscure the origin of illicit funds by manipulating 
transactions and exploiting digital platforms (Haber, 2023). As credit cards play 
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a pivotal role in money laundering, their misuse has led to a continual increase in 
credit card fraud. 

According to the Mauliddiah, N., and Suharjito research paper, Graph databas-
es play a crucial role in addressing the escalating challenge of credit card fraud 
(Mauliddiah, & Suharjito, 2023). These researchers utilized TigerGraph to analyze 
credit card transaction networks, identifying suspicious patterns and enhancing 
real-time monitoring capabilities. By employing anomaly detection methodolo-
gies, including comparison of data values against standard deviations, the study 
showcased the TigerGraph’s effectiveness in achieving a remarkable accuracy rate 
of 99.77% in predicting transaction fraud. The introduction elucidates the increas-
ing prevalence of credit card fraud and the susceptibility of credit cards to crimes 
like Carding. The researchers deep dive into the two-fold approach to addressing 
credit card fraud: one leveraging machine learning and the other employing a 
Graph Database, Neo4J, to detect fraudulent transaction activities. In the results 
section, there are further discussions about the use of standard deviation calcula-
tions to identify anomalous transactions, connecting them to fraudsters and mer-
chants. The application of the Louvain algorithm in TigerGraph to identify poten-
tial groups in criminal networks adds another layer to fraud detection. The study 
concludes by highlighting the effectiveness of TigerGraph in providing detailed and 
accurate results, customizable analysis models, and facilitating preventive meas-
ures against credit card fraud. Overall, the research underscores the significance of 
graph databases, especially TigerGraph, in enhancing the accuracy and efficiency of 
credit card fraud detection systems (Mauliddiah, & Suharjito, 2023).

Similarly, a paper written by Buket Doğan demonstrates a commendable strength 
through a meticulous and comprehensive literature review that adeptly highlights 
the limitations of conventional fraud detection methods. This skillful elucidation 
not only brings forth the challenges posed by traditional approaches but also advo-
cates for innovative strategies to navigate the ever-evolving landscape of financial 
crimes. The inclusion of a detailed case study on First-Party Bank Fraud further 
strengthens the paper’s core argument by providing a practical illustration of the 
efficacy of graph databases in unraveling fraud networks and deciphering the in-
tricate relationships inherent in such schemes (Dogan, 2023). A standout feature 
of Doğan’s research lies in the emphasis on the simplicity and effectiveness of Cy-
pher, the Graph query language. This design choice, tailored specifically for graph 
databases, endows Cypher with a declarative and intuitive syntax that seamlessly 
mirrors the underlying structure of the graph. In contrast to the convoluted que-
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ries necessitated by traditional relational databases to uncover complex relation-
ships, Cypher offers a refreshingly natural and readable means of expressing graph 
traversals. Its concise syntax not only enables a more straightforward approach 
for seasoned database professionals but also promotes accessibility for newcomers, 
ultimately reinforcing the argument for the superior utility of graph databases, 
particularly in the realm of organized financial crimes.

Research Methods
This study employed a research methodology that primarily focused on a literature 
review to investigate the efficacy of graph databases, particularly Neo4j, in address-
ing money laundering challenges.

The foundational aspect of the research involved an in-depth examination of ex-
isting literature, encompassing books, research papers, and blogs. This literature 
review was aimed at establishment of a comprehensive understanding of the prac-
tical implications associated with the use of graph databases in the context of an-
ti-money laundering. The synthesis of insights derived from the literature review 
served as a robust foundation for evaluating the potential of graph databases in 
the prevention and detection of money laundering activities. By drawing upon a di-
verse range of sources, this study provides a nuanced and informed perspective on 
the strengths and limitations of graph databases in the financial security domain.

Results
The research findings underscore the substantial advantages of leveraging graph 
databases, particularly Neo4j and TigerGraph, in the context of anti-money laun-
dering efforts. Through a comparative performance analysis with traditional re-
lational databases, it became evident that graph databases outperformed their 
counterparts, with execution times up to 146 times faster for complex and large da-
tasets. Notably, Neo4j demonstrated an exceptional efficiency in recursive search-
es, surpassing MySQL by 193 times on the average, highlighting the pivotal role of 
graph databases in handling intricate relationships within financial transactions. 
This capability proved instrumental in detecting hidden connections and anoma-
lies, crucial elements in unraveling complex money laundering schemes (Rodrigue 
& Jain, 2023).
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Furthermore, the study included a comparative analysis between TigerGraph and 
MySQL, focusing on query execution time for large datasets and multi-table joins. Ti-
gerGraph consistently outperformed MySQL, particularly in JOIN operations, show-
casing remarkable execution times even with increase of the complexity of queries. 
For instance, TigerGraph demonstrated a mere 5ms execution time for a three-table 
JOIN operation, while MySQL lagged significantly behind with 211248ms. These find-
ings affirmed the efficiency and potency of graph databases, especially TigerGraph, in 
rapid analysis of extensive datasets and intricate relationships, critical factors in the 
timely and effective investigation of money laundering cases (Aisyah et al., 2023).

Additionally, real-world case studies, including the detection of the billion-dollar 
money laundering operation in Singapore, highlight the practical impact of graph 
databases in identifying suspicious fund flows and intricate connections within fi-
nancial networks. The use of graph visualization proved instrumental in efficiently 
uncovering hidden relationships and transactions, emphasizing the significance of 
adopting graph databases in enhancing the detection capabilities of anti-money 
laundering systems (CNA, 2023). Overall, the results suggest that graph databas-
es offer a powerful solution in the digital age, enabling financial institutions to 
strengthen their defenses, improve operational efficiency, and effectively combat 
the evolving landscape of money laundering activities.

Discussion
The future of money laundering prevention involves the integration of graph data-
bases with advanced artificial intelligence (AI) (Kurum, 2020). Graph AI, in its early 
stages, shows promise in enhancing modeling expressiveness and supporting com-
plex computations. The synergy of graph-based machine learning and deep learn-
ing within graph databases is expected to boost accuracy and modeling speeds, 
presenting new opportunities for fraud detection and prevention (Foote, 2022).

Graph databases, with their unique ability to represent intricate relationships, of-
fer a realistic approach for AI to process information. The future will likely see an 
increased focus on leveraging relationships as predictors in fraud detection, with 
graph algorithms providing superior performance compared to traditional storage 
systems. Moreover, the integration of graph databases, containers, and AI technol-
ogies marks a strategic direction for efficient and scalable solutions in combating 
money laundering, opening avenues for innovative developments and advance-
ments in the field.
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Conclusion 
In conclusion, this research illuminates the pressing need for innovative strategies 
in the realm of money laundering prevention, particularly as financial transactions 
become increasingly digitized. The significance of graph databases, exemplified by 
Neo4j and TigerGraph, emerges as a linchpin in addressing the intricate challenges 
posed by illicit financial activities. The escalation in money laundering cases, as 
reflected in Eurojust’s records, underscores the urgency for effective solutions.

The comparative analysis against traditional relational databases underscores the 
limitations of the latter in handling complex relationships and executing intricate 
queries promptly. Graph databases, with their exceptional recursive search capa-
bilities, consistently outperform relational databases, as evidenced by academic 
research and real-world case studies. Notably, instances such as the detection of 
the billion-dollar money laundering operation in Singapore showcase the tangible 
impact of adopting graph databases, especially in scenarios where traditional data-
bases prove inadequate.

The integration of graph databases with advanced artificial intelligence presents 
a promising avenue for enhancing fraud detection accuracy and speed. The stra-
tegic direction of combining graph databases, containers, and AI technologies, as 
outlined in future work, is anticipated to reshape the landscape of money laun-
dering prevention. As financial transactions evolve further into the digital realm, 
the adoption of graph databases becomes not just a contemporary necessity but a 
transformative force, ensuring resilience and adaptability of anti-money launder-
ing frameworks amid the dynamic and ever-changing financial landscape.
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